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Your iOS Distribution Certificate will no longer be valid in 30 days. To
generate a new certificate, sign in and visit Certificates, Identifiers & Profiles.

Certificate: iOS Distribution

Team 10 [

To learn more about expired certificates, visit the certificates support page.

Best regards,
Apple Developer Program Support

TM and @ 2018 Apple Inc.
One Apple Park Way, MS 301-1TEV, Cupertino, CA 95014
All Rights Reserved / Privacy Policy / Account / Support
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© Certificates 2 Certificates Total
All Name ~ | Type Expires
Pending . T IR
Maree Kuulma i0S Distribution Jun 14, 2018
Development = —
® Add Certificates
Production Name: Maree Kuulma
Type: iOS Distribution Bortiboatt Do you want to add the certificate(s) from the file
Keys s “ios_distribution.cer” to a keychain?
Expires: Jun 14, 2018 3
All e
Created By:  Robert Metcalfe (rmetcalfe|
0| Identifiers
Revoke Download
o Ann 1D _J
Keychain Access
> -
a Click to lock the login keychain. q
Keychain: logi B
i in: | login
Keychains g <key> V! g
@ login -/ Kind: public key, RSA, 2048-bit . =
é‘ Local Items m/ Usage: Encrypt, Derive, Verify View Certificates Cancel Add
& System
System Roots
Name Kind Date Modified Expires Keychain
@ <key> public key -~ -- login
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All
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What type of certificate do you need?

Development

Production
Keys
Al Development
Identifiers i0S App Development
App IDs Sign development versions of your i10S app.

gassdype DS Apple Push Notification service SSL (Sandbox)

Website Push IDs Establish connectivity between your notification server and the Apple Push Notification service

iCioud Containers sandbox environment to deliver remote notifications to your app. A separate certificate is
required for each app you develop.

App Groups

Merchant IDs

Music IDs
Production
. Devices
All + App Store and Ad Hoc
Sign your iOS app for submission to the App Store or for Ad Hoc distribution.
Apple TV
Apple Watch Apple Push Notification service SSL (Sandbox & Production)
iPad Establish connectivity between your notification server, the Apple Push Notification service
sandbox, and production environments to deliver remote notifications to your app. When
IPhone

utilizing HTTP/2, the same certificate can be used to deliver app notifications, update ClockKit
iPod Touch complication data, and alert background VolP apps of incoming activity. A separate certificate
is required for each app you distribute.
Provisioning Profiles
Pass Type ID Certificate
Sign and send updates to passes in Wallet.

All

Development

Distribution Website Push ID Certificate
Sign and send updates for Websites.

WatchKit Services Certificate

Establish connectivity between your notification server, the Apple Push Naotification service
sandbox, and production environment to update ClockKit complication data. When utilizing
HTTP/2, the same certificate can be used to deliver app notifications, update ClockKit
complication data, and alert background VolP apps of incoming activity. A separate certificate
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itod Touch

Provisieming Profiles
All
Dwvelopment

Distribution

Apple Push service SSL

Establish connectivity between your notification server and the Apple Push Notification service
sandbox enviranment to deliver remote notifications to your app. A separate certificate Is
required for each app you develop.

Production

« App Store and Ad Hoc
Sign your 105 app for submission to the App Store or for Ad Hoc distribution.

Apple Push service SSL &

Establish connectvity between your notification server, the Apple Push Notification service
sandbox, and production ervironments to deliver remote notifications ta your app. When
utilizing HTTP/2, the same certficate can be used to deliver app notifications, update ClockKs
complication data, and alert background Vol apps of Incomeng activty. A separate certificate
Is required for each app you distribute.

Pass Type ID Certificate
Sign and send updates to passes in Wallet,

Website Push ID Certificate
Signand send updat

s for Websites.

WatchKit Services Certificate

Establish connectivity between your notsfication server, the Apple Push Notification service
sandbox, and production ervironment to update ClockXit complication data. When utilizing
HTTP/2, the same certificate can be used to deliver app notifications, update ClockKit
complication data, and alert background Vol apps of Incoming activity. A separate centificate
Is required for each app you distribute.

VolIP Services Certificate

Establish connectivity between your notfication server, the Apple Push Notification service
sandbox, and production ervironment to alert background VoIP apps of Incomeng activity. A
separate certificate Is required for each app you distribute.

Apple Pay Payment Processing Certificate
Decrypt app transaction data sent by Apple to 2 merchant/developer.

{You need to accept the agreement "Apple Pay P

teview Agresment

Apple Pay Merchant identity Certif
Web Merchant Terms and Condition:

intermediate Certificates

To use your certificates, you must have the intermediate signing certificate in your system
keychamn. This Is automatically instalied by Xcode. However, If you need to reinstall the
Intermediate signing certficate dick the link below:
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Robert Metcalfe

Certificates, Identifiers & Profiles

i0S, tvOS, watchOS - Add i0S Certificate

Certificates Generate Download i
Al
Pending ™~

Vv About Creating a Certificate Signing Request (CSR)

Development

Production
Keys
Al To manually generate a Certificate, you need a Certificate Signing Request (CSR) file from your
Mac. To create a CSR file, follow the instructions below to create one using Keychain Access.
Identifiers
App IDs Create a CSR file.

Pass Type IDs In the Applications folder on your Mac, open the Utilities folder and launch Keychain Access.

Website Push IDs Within the Keychain Access drop down menu, select Keychain Access > Certificate Assistant >

iCloud Containers Request a Certificate from a Certificate Authority.

App Croups * In the Certificate Information window, enter the following information:

Merchant IDs * Inthe User Email Address field, enter your email address.

Music IDs * In the Common Name field, create a name for your private key (e.g., John Doe Dev
Key).

* The CA Email Address field should be left empty.

Devices
s * Inthe "Request is" group, select the "Saved to disk” option.
* Click Continue within Keychain Access to complete the CSR generating process.
Apple TV

Apple Watch
iPad
iPhone

iPod Touch

Provisioning Profiles
All
Development

Distribution
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Quit Keychain Access #Q SHETT, T
All
Pending
Development About Creating a Certificate Signing Request (CSR)
Production
Keys
Al To manually generate a Certificate, you need a Certificate Signing Request (CSR) file from your
Mac. To create a CSR file, follow the instructions below to create one using Keychain Access.
Identifiers
App IDs Create a CSR file.

Pass Type IDs In the Applications folder on your Mac, open the Utilities folder and launch Keychain Access.

Website Push IDs Within the Keychain Access drop down menu, select Keychain Access > Certificate Assistant >

iCloud Containers Request a Certificate from a Certificate Authority.

App Croups * In the Certificate Information window, enter the following information:

Merchant IDs * In the User Email Address field, enter your email address.

Music IDs * In the Common Name field, create a name for your private key (e.g., John Doe Dev

Key).
Devicas * The CA Email Address field should be left empty.
[ NN ) Keychain Access
la)
a Click to lock the login keychain. j Q
- Keychains
4 P <key>
& logi \an/
3 ogin / Kind: public key, RSA, 2048-bit
é ‘ Local Items ? Usage: Encrypt, Derive, Verify
1P 5 System
“1 | System Roots
»
. Name ~ Kind Date Modified Expires Keychain
® <key> public key login
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Continue to reguest a certificate from the CA.
Raobert Metcalfe
User Email Address: rmetcalfe@rjmprogramming.com.au n N

Add i0S Certificate
Common Name: Robert Metcalfe

l ‘ Eﬂa‘e Download

Requestis: | Emailed to the CA
© saved to disk
| Let me specify key pair information

CA Email Address:

ting a Certificate Signing Request (CSR)

ficate, you need a Certificate Signing Request (CSR) file from your
pw the instructions below to create one using Keychain Access.

your Mac, open the Utilities folder and launch Keychain Access.

rop down menu, select Keychain Access > Certificate Assistant >

" ertificate Authority.
Continue

ation window, enter the following information:

manwAddress field, enter your email address.
g non Name field, create a name for your private key {e.g., John Doe Dev

Key).
Devices * The CA Email Address field should be left empty.
i * Inthe "Request is" group, select the "Saved to disk” option.
* Click Continue within Keychain Access to complete the CSR generating process.
Apple TV

Apple Watch
iPad
iPhone

iPod Touch

Provisioning Profiles
All
Development

Distribution

Cancel Back
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All
Pending r
Development 2\/ Generate your certificate.
Production

Keys
Al When your CSR file is created, a public and private key pair is automatically generated. Your

> private key is stored on your computer. On a Mac, it is stored in the login Keychain by default
o) Wdentifiers and can be viewed in the Keychain Access app under the "Keys" category. Your requested

App IDs certificate is the public half of your key pair.

Pass Type IDs

Website Push IDs Upload CSR file.
iCloud Containers Select .certSigningRequest file saved on your Mac.
App Croups

Merchant IDs
Music IDs Choose File...

Devices
All
Apple TV
Apple Watch
iPad
iPhone

iPod Touch

Provisioning Profiles
All
Development

Distribution
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Al
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Development i:/ﬁ Generate your certificate.
\
Production
Keys
Al When your CSR file is created, a public and private key pair is automatically generated. Your
o7 private key is stored on your computer. On a Mac, it is stored in the login Keychain by default
Identifiers and can be viewed in the Keychain Access app under the "Keys" category. Your requested
App IDs certificate is the public half of your key pair.

Pass Type IDs

Website Push IDs Upload CSR file.
iCloud Containers Select .certSigningRequest file saved on your Mac.
App Croups
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Music IDs Choose File... * CertificateSigningRequest.censSigningRequest
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i0S, tvOS, watchOS - Add iOS Certificate

Certificates Select Type ©  Request » Generate Download
All
Pending ~™M

Development

2\/ j Your certificate is ready.
%}

Production
Keys
All
Download, Install and Backup
17 ldentifiers Download your certificate to your Mac, then double click the .cer file to install in Keychain
App IDs Access. Make sure to save a backup copy of your private and public keys somewhere secure.

Pass Type IDs

Website Push IDs
b Name: i0S Distribution: Maree Kuulma

iCloud Containers v

Type: i0S Distribution
App Croups A~

Explres: May 17, 2019
Merchant IDs
MOtiCIDE Download

Devices
All
Apple TV .
i Documentation

Apple Watch For more information on using and managing your certificates read:
WAl 2] App Distribution Guide
iPhone
iPod Touch

Provisioning Profiles
All
Development

Distribution
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